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The European Network for Cyber Security (ENCS) is a non-profit membership
organization that brings together critical infrastructure stake owners and security experts
to deploy secure European critical energy grids and infrastructure.



.....

ENCS response to the consultation
on the CRA definitions of important
and critical products

On 13 March the European Commission launched a public consultation on the technical
description of the categories of important and critical products in the Cyber Resilience Act
(CRA). Below is the response that ENCS submitted to this consultation.

As a member organization representing 29 distribution and transmission system
operators in Europe, ENCS is concerned about the possible impact of two of the
definitions of critical products on the electricity sector.

For smart meter gateway, the current definition does properly reflect the implicit
definitions used in the sector. Our only concern is that the definition is complex
and hence may be read in different ways. In our comments, we propose a
rephrasing to remove the ambiguity.

For the hardware devices with security boxes, we are concerned that the current
definition is too broad. Most products that include countermeasures against
physical attacks seem to fall under the proposed definition. This includes many
products that are not currently covered under certification schemes such as
EUCC, and that do not pose a critical risk to essential entities under NIS 2 if they
are compromised through a physical attack. We think the proposed definition
needs to be refined to incorporate these properties that critical products should
have according to point (46) in the CRA recitals.
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with Security Boxes

devices with security boxes
should cover only products
that are covered by the
European Common Criteria-
based cybersecurity
certification scheme (EUCC).
According to point (46) of the
CRA citations, coverage under
EUCC was one of the criteria
for the selection of critical
products. The current
definition of hardware devices
with security boxes is however
very broad, and includes
many devices that are not
being certified under EUCC. It
does not seem to be the

hardware devices with
security boxes to only those
products that are currently
covered by EUCC
certification.




intention of the CRAto
include all these products.
And developing a harmonized
standard that would cover all
products that fall under the
proposed definition would be
very challenging.
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1. Hardware Devices
with Security Boxes

ge

The proposed definition
includes any product with
countermeasures against
physical attacks. It does not
take into accountif such a
product meets the criteria for
critical products in Article 8(1)
of the CRA. There are many
products that have basic
tamper detection measures to
counter low level physical
risks, but that if they are
physically compromised do
not cause any impact that
would warrant a classification
as critical.

We think that the definition
should be limited to products
where the protection against
physical risks is needed to
counter critical risks. Putting
any product with tamper
resistance in this category,
could create unnecessary
costs as even products with
low physical security risks
would have to meet the

Change the first paragraph of
the technical definition to:

"Hardware products with
digital elements that
incorporate a hardware
physical envelope providing
countermeasures against
physical attacks, including
tamper evidence, resistance
or response, and that are
designed to securely store,
process, and manage
sensitive data and
cryptographic operations, and
that if physically
compromised would create a
critical risk to essential
entities as referred to in
Article 3 of Directive (EU)
2022/2555 or could lead to
serious disruptions to supply
chains in the internal
market."
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2. Smart meter gateways
within smart metering
systems as defined in
Article 2(23) of Directive
(EU) 2019/944 of the
European Parliament
and of the Council and
other devices for
advanced security
purposes, including for
secure cryptoprocessing

ed

We think it is important to put
more emphasis on the "as
well as" in the original
definition, as it could easily be
missed.

Smart meter gateways are in
our view critical because they
control communication
between systems controlled
by two different parties:

(i) critical systems for
distribution system operators
that would for instance allow
switching off power on smart
meters;

(i) systems of authorised third
parties, such a utility
providers.

The key role of the gateway is
to separate these parties, so
that if a third party is
compromised, this does not
lead to large scale switching
of smart meters. We therefore
would propose to more

Change the first paragraph of
the technical definition to:

"Products with digital
elements that control
communication between
components in smart
metering systems as defined
in Article 2(23) of Directive
(EU) 2019/944 and both of the
following:

(i) authorised third parties,
such as utility providers,
(ii) other devices within the
smart grid infrastructure,
that collect, process and
store meter data,

and that also protect data and
information flows by
supporting specific
cryptographic needs, such as
encryption and decryption of
data, and by firewalling
between the wider network
and the local network."




-----

explicitly name this
separation.
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2. Smart meter gateways
within smart metering
systems as defined in
Article 2(23) of Directive
(EU) 2019/944 of the
European Parliament
and of the Council and
other devices for
advanced security
purposes, including for
secure cryptoprocessing

te

10

We think that the smart meter
gateway definition also should
explicitly mention the
monitoring and control
capability of the gateway.

According to Directive (EU)
2019/99 a "‘smart metering
system’ means an electronic
system that is capable of
measuring electricity fed into
the grid or electricity
consumed from the grid,
providing more information
than a conventional meter,
and that is capable of
transmitting and receiving
data for information,
monitoring and control
purposes, using a form of
electronic communication; "
The part about receiving data
and information is included in
the smart meter gateway
definition, but the monitoring
and control part is not.

Including the control

Add monitoring and control to
the capabilities of the gateway
in the first paragraph:

"Products with digital
elements that control
communication between
components in smart
metering systems as defined
in Article 2(23) of Directive
(EU) 2019/944 and authorised
third parties, such as utility
providers, as well as other
devices within the smart grid
infrastructure, that collect,
process and store meter data,
perform monitoring and
control functions for the
electricity system, and that
also protect data and
information flows by
supporting specific
cryptographic needs, such as
encryption and decryption of
data, and by firewalling
between the wider network
and the local network."
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systems as defined in
Article 2(23) of Directive
(EU) 2019/944 of the
European Parliament
and of the Council and
other devices for
advanced security
purposes, including for
secure cryptoprocessing
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It may not be clear who third
parties are in this context. In
particular, the role of service
providers to the DSO should
be clarified. Small utilities are
often using smart metering as
a service, in which a service
provider operates the smart
metering system for them. In
our view, such service
provider should not be
considered third parties, as
they act directly on behalf of
the DSO.

Add at the end of the first
paragraph:

"A third party is any party
other than the customer and
the distribution system
operator or its service
providers."
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2. Smart meter gateways
within smart metering
systems as defined in
Article 2(23) of Directive
(EU) 2019/944 of the
European Parliament
and of the Council and
other devices for
advanced security
purposes, including for
secure cryptoprocessing

ed

Taking together our three
previous comments, our
proposal for the definition of
the smart meter gateway
would be as follows.

Definition of smart meter
gateways:

“"Products with digital
elements that control
communication between
components in smart
metering systems as defined
in Article 2(23) of Directive
(EU) 2019/944 and both of the
following:

(i) authorised third parties,
such as utility providers,

(ii) other devices within the
smart grid infrastructure,
that collect, process and
store meter data, perform
monitoring and control
functions for the electricity
system

and that also protect data and
information flows by
supporting specific
cryptographic needs, such as
encryption and decryption of
data, and by firewalling

13




between the wider network
and the local network."

A third party is any party
other than the customer and
the distribution system
operator or its service
providers.

This category includes but is
not limited to smart meter
gateways related to smart
metering systems measuring
electricity as defined in Article
2(23) of Directive (EU)
2019/944. It may

also include other smart
metering systems measuring
consumption of other sources
of energy such as gas or
heat."
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