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Implementing IEC 62443-4-2 

requirements in OCPP 2.0.1 

To support CPOs and local governments in procuring secure EV charging stations, ENCS 

and ElaadNL publish a set of security requirements for charging stations. The latest 

version of these requirements, EV-311 Security requirements from IEC 62443 for 

procuring EV charging stations version 2024v0.4, is based on the IEC 62443-4-2 

standard. IEC 62443-4-2 is a standard that provides technical component requirements 

for devices that are part of industrial automation and control systems (IACS). 

Many charging stations use the OCPP protocol to communicate with a charging station 

management system (CSMS). Hence, it is important for charging station manufacturers to 

know how the requirements in EV-311 can be implemented in OCPP. 

This document shows that many of the IEC 62443-4-2 [1] requirements selected in EV-

311 can be met in OCPP by implementing the standard security functions in the OCPP 

2.0.1 standard [2] or in OCPP 1.6 with the security whitepaper [23]. 

The sections below give a mapping from IEC 62443-4-2 requirements selected in EV-311 

to the security requirements OCPP 2.0.1. The sections are organized according to the 

four objectives in OCPP 2 Part 2 section A.1.1: 

1. To allow the creation of a secure communication channel between the CSMS 

and Charging Station. The integrity and confidentiality of messages on this 

channel should be protected with strong cryptographic measures. 

2. To provide mutual authentication between the Charging Station and the CSMS. 

Both parties should be able to identify who they are communicating with. 

3. To provide a secure firmware update process by allowing the Charging Station 

to check the source and the integrity of firmware images, and by allowing non-

repudiation of these images. 

4. To allow logging of security events to facilitate monitoring the security of the 

smart charging system. A list of security related events and their 'criticality' is 

provided in the appendices. 

The final section of this document lists the IEC 62443-4-2 requirements selected in EV-

311-2022 [4] that are not aligned with one of these objectives and are hence not covered 

by OCPP 2.0.1. 

Secure communication requirements 

Table 1 maps the IEC 62443-4-2 requirements in the EV-311 that are related to creating 

a secure communication channel between the CSMS and the charging station to the 
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relevant section in the OCPP 2.0.1. In the coverage column, the following labels are 

used: 

• Fully in scope of OCPP: the IEC 62443-4-2 requirement is fully in scope of the 

OCPP protocol specification and is covered by the requirements included there. 

• Partially in scope of OCPP: part of the IEC 62443-4-2 requirement is in scope of 

the OCPP protocol specification, and this part is covered by the requirements 

included there. 

• Out of scope of OCPP: the IEC 62443-4-2 requirement does not fit into the scope 

of the OCPP protocol, and hence is not covered by the OCPP protocol 

specification. 

As can be seen from the table, the OCPP 2.0.1 can cover all communication security 

requirements for the OCPP protocol. 

Of course, the OCPP specification cannot cover these requirements for other 

communication protocols, including protocols used on other interfaces such as IEC 

15118. The requirements in the table below will need to be implemented in the other 

protocol. 

Table 1: Coverage of IEC 62443-4-2 communication requirements in the OCPP 2.0.1 specification. 

IEC 62443-4-2 

requirement 

Section in 

OCPP 2.0.1  

Coverage 

CR2.6 Remote session 

termination 

 Fully in scope of OCPP – The charging 

station initiates the OCPP connection and 

can terminate them when needed. 

CR 3.1 Communication 

integrity 

CR 3.1 RE1 

Communication 

authentication 

A.1.3.4 – 

A.1.3.7 

Fully in scope of OCPP - In both the TLS 

with Basic Authentication and TLS with 

Client-Side authentication, the 

confidentiality and integrity of the 

communication is protected through TLS. 

CR 3.8 Session integrity A.1.3.4 – 

A.1.3.7 

Fully in scope of OCPP - Session integrity 

is provided through the TLS connection. 

CR 4.1 Information 

confidentiality 

A.1.3.4 – 

A.1.3.7 

Fully in scope of OCPP - In both the TLS 

with Basic Authentication and TLS with 

Client-Side authentication, the 
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confidentiality and integrity of the 

communication is protected through TLS. 

CR 4.3 Use of 

cryptography 

A00.FR.318, 

A00.FR.319, 

A00.FR.320, 

A00.FR.421, 

A00.FR.422, 

A00.FR.423, 

A1.4.1 

Fully in scope of OCPP - OCPP 2.0.1 

specifies the ciphers suites and key 

lengths that can be used for the TLS 

connections that are used to protect the 

communication. These have been chosen 

according to internationally recognized 

recommendations. 

Mutual authentication requirements 

Table 1 maps the IEC 62443-3-3 requirements in the EV-311 that are related to mutual 

authentication between the charging station and the CSMS. As can be seen from the 

table, the OCPP 2.0.1 can cover all mutual authentication requirements for the OCPP 

protocol. 

As for the secure communication requirements, the OCPP specification cannot cover 

these requirements for other communication protocols, and they should be implemented 

in the other protocol itself. 

Table 2: Coverage of IEC 62443-4-2 mutual authentication requirements in the OCPP 2.0.1 
specification. 

IEC 62443-4-2 

requirement 

Section in 

OCPP 2.0.1  

Coverage 

CR 1.2 Software process 

and device identification 

and authentication 

CR 1.2 RE1 Unique 

identification and 

authentication 

A.1.3.4 – 

A.1.3.7 

Fully in scope of OCPP - OCPP 2.0.1 

specifies identification and authentication 

between the charging station and the 

CSMS through the two TLS profiles. In 

both profiles the CSMS authenticates 

using a TLS and a certificate. With the 

TLS with Basic Authentication profile, the 

charging station authenticates using 

HTTP basic authentication and a 

password. With the TLS with Client-Side 

Certificates profile, the charging station 

authenticates using TLS and a client-side 

certificate. Both profiles meet the IEC 

62443 requirement. 
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CR 1.5 Authenticator 

management 

A.2.A01, 

A.2.A02, 

A.2.A03, 

M.4.M04 

Fully in scope of OCPP - The passwords 

and keys that the charging station uses to 

authenticate to the CSMS can be updated 

through use cases A01 - A03. Use case 

M04 also allows deleting certificates. 

CR 1.8 Public key 

infrastructure certificates 

M.4.M05 Fully in scope of OCPP - All root 

certificates can be updated through use 

case M05. In this way, OCPP provide a 

method to integrate the charging station 

into a PKI. 

CR 1.9 Strength of public 

key-based authentication 

A.1.3.5 

A.1.3.7 

Fully in scope of OCPP – OCPP includes 

explicit requirement on how certificates 

should be used and validated when 

setting up a TLS connection, ensuring that 

the public key cryptography is used 

correctly for authentication. 

CR 2.1 Authorization 

enforcement 

CR 2.1 RE1 

Authorization 

enforcement for all users 

(humans, software 

processes and devices) 

- Fully in scope of OCPP - The OCPP 

protocol implicitly defines the access 

rights of the CSMS by describing which 

functions are exposed over OCPP. 

EDR 3.13 Provisioning 

asset owner roots of trust 

M.4.M05 Fully in scope of OCPP - For OCPP, the 

asset owner is the CPO, and the asset 

owner root of trust would be the CSMS 

root certificate. All root certificates can be 

updated through use case M05.  

CR 4.3 Use of 

cryptography 

A00.FR.318, 

A00.FR.319, 

A00.FR.320, 

A00.FR.421, 

A00.FR.422, 

Fully in scope of OCPP - OCPP 2.0.1 

specifies the ciphers suites and key 

lengths that can be used for the TLS 

connections that are used for mutual 

authentication. These have been chosen 
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A00.FR.423, 

A1.4.1 

according to internationally recognized 

recommendations. 

Secure firmware update requirements and 
configuration 

Table 3 shows how the OCPP 2.0.1 specification covers the IEC 62443-4-2 requirements 

related to secure firmware updates and secure configuration. As long as OCPP is used 

for these functions, the requirements are fully met, even when other protocols are used 

besides OCPP. 

Table 3: Coverage of IEC 62443-4-2 firmware update and secure configuration requirements in the 
OCPP 2.0.1 specification. 

IEC 62443-4-2 

requirement 

Section in OCPP 

2.0.1  

Coverage 

EDR 3.10 Support 

for updates 

L. Firmware 

management 

Fully in scope of OCPP - OCPP 2.0.1 

defines use cases for remotely updating 

the firmware. 

EDR 3.10 RE1 

Update authenticity 

and integrity 

L.2.L01 Fully in scope of OCPP - The secure 

firmware update process defined in OCPP 

2.0.1 use case L01 uses digital 

signatures. Note that to meet the 

requirement, non-secure firmware 

updates (use case L02) should be 

disabled. 

CR 4.3 Use of 

cryptography 

L.2.L01 Fully in scope of OCPP - OCPP 2.0.1 

defines algorithms and keys lengths for all 

cryptographic mechanisms used for 

firmware updates. 

CR 7.6 Network and 

security 

configuration 

settings 

B.2.2 Partially in scope of OCPP – OCPP 2.0.1 

defines how to configure a charging 

station remotely. However, it is out of the 

OCPP’s scope to have a charging station 

delivered with the recommended network 

and security configurations. 
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Security event logging requirements 

Table 3 shows that the OCPP 2.0.1 specification also covers all requirements related to 

logging security events. OCPP fully covers most of the requirements. Charging station 

manufacturers should however pay attention to the audit storage capacity (CR 2.9), 

response to audit process failures (CR 2.10), time synchronization (CR 2.11), and 

protection of audit information (CR 3.9), as these requirements are only partially covered 

by the OCPP specification. 

Table 4: Coverage of IEC 62443-4-security event logging requirements in the OCPP 2.0.1 
specification 

IEC 62443-4-2 

requirement 

Section in OCPP 

2.0.1  

Coverage 

CR 2.8 Auditable 

events 

Appendix 1. 

Security events 

Fully in scope of OCPP - The required 

events are logged if all events in 

Appendix 1 are logged. 

CR 2.9 Audit 

storage capacity 

A04.FR.02 Partially in scope of OCPP - Requirement 

A04.FR.02 states that security events 

must be queued with a guaranteed 

delivery to the CSMS. This covers point 

(a) of requirement CR 2.9. 

Point (b), which requires mechanisms 

against failure of the component if the 

audit capacity is reached, is not covered 

by OCPP. 

CR 2.10 Response 

to audit process 

failures 

A04.FR.04 Partially in scope of OCPP - Requirement 

A04.FR.04 recommends using a rolling 

event log to respond to the log being filled 

up. Other audit processing failures are 

however not covered. 

CR 2.11 

Timestamps 

CR 2.11 RE1 Time 

synchronization 

G02 Fully in scope of OCPP – OCPP requires 

time synchronization through heartbeat 

messages. If this method is used, then 

the integrity of the time source is 

protected by the TLS connection, as 
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CR 2.11 RE2 

Protection of time 

source integrity 

explained in the section on 

communication security. 

OCPP also allows for time 

synchronization through other methods, 

such as GPS, mobile networks, and radio 

time transmitters. The time source 

integrity is not always protected for these 

methods. 

CR 3.9 Protection of 

audit information 

 Partially in scope of OCPP – OCPP does 

not allow the security event log to be 

modified through OCPP messages. 

OCPP can however not protect the logs 

from alteration through other protocols or 

through physical tampering with the 

charging station. 

EDR 3.11 Physical 

tamper resistance 

and detection 

Appendix 3.2.10 

CaseAccessSensor 

Fully in scope – Appendix 3.2.10 

describes the tamper detection sensor 

that reports when a door/panel is open. 

EDR 3.11 RE1 

Notification of a 

tampering attempt 

Appendix 1 Fully in scope – 

TamperDetectionActivated is marked as a 

critical event. 

CR 4.2 Information 

persistence 

N.2.4.N10 Fully in scope – OCPP allows to clear 

customer information to be compliant with 

local privacy laws. 

CR 6.1 Audit log 

accessibility 

CR 6.1 RE1 

Programmatic 

access to audit logs 

Appendix 1, 

A.2.A04,  

N.2.N01 

Fully in scope – For events that are 

defined as critical in Appendix 1, a 

notification is sent to the CSMS through 

use case A04. Logs for other events can 

be retrieved through the normal logging 

mechanism (use case N01). Retrieving 

logs locally is out of scope for OCPP. 
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IEC 62443-4-2 requirements out of scope for OCPP 

The security requirements below are not related to the security objectives for OCPP 

2.0.1, and hence are not covered by the OCPP 2.0.1 specification. The requirements 

include access control for local maintenance access, physical security, and network 

segmentation. They need to be implemented separately by the charging station operator. 

Requirement Reason for being out of scope 

CR 1.1 Human user 

identification and authentication 

The requirement concerns human users, while 

OCPP concerns machine-to-machine 

communication between the charging station and 

the CSMS. 

CR 1.7 Strength of password-

based authentication 

The requirement concerns password authentication, 

in this case for the interfaces used by human users, 

such as those for local maintenance. OCPP 

concerns machine-to-machine communication 

between the charging station and the CSMS 

through certificates. 

EDR 3.2 Protection from 

malicious code 

The requirement concerns taking measures against 

exploits and malicious code, for instance by using 

secure compiler settings and security features of 

the hardware platform. Such measures are out of 

scope for OCPP. 

CR 3.5 Input validation The requirement concerns the validation of the input 

data that is received in the device as process 

control input. Such measures concern the 

implementation of the OCPP protocol in software. 

They are out of scope for the OCPP protocol 

specification. 

EDR 3.12 Provisioning supplier 

roots of trust 

The requirement concerns the installation of 

manufacturer root certificates during production of 

the charging station. OCPP only covers certificate 

management when the charging station is 

operational. 
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NDR 5.2 Zone boundary 

protection 

NDR 5.2 RE1 Deny all, permit 

by exception 

The requirement concerns implementing firewall 

rules on TCP/IP level. Such rules are out of scope 

of the OCPP application layer specification. 

CR 7.1 Denial-of-service 

protection 

 

Denial-of-service protection should be implemented 

on lower protocol levels. Most attacks will be on the 

TCP/IP protocol layers. 

Charging station manufacturers should avoid 

introducing denial-of-service vulnerabilities in their 

OCPP implementation. But this does not have to be 

explicitly described in the OCPP 2.0.1 specification. 

CR 7.4 Controls system 

recovery 

Recover of charging stations will usually involve 

local access by maintenance engineers. OCPP can 

support by reconfiguring the setting of the charging 

stations once it can communicate with the CSMS. 

CR 7.7 Least functionality The requirement concerns disabling or removing 

unneeded functionality from the charging station. 

This is an implementation matter outside of the 

scope of OCPP. 
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Annex 1 – Full list of IEC 62443-4-2 

requirements 

IEC 62443-

4-2 

requirement 

Name In scope of 

OCCP 

CR 1.1 Human user identification and 

authentication 

No 

CR 1.2 Software process and device identification 

and authentication 

Yes 

CR 1.2 RE1 Unique identification and authentication Yes 

CR 1.5 Authenticator management Yes 

CR 1.7 Strength of password-based authentication No 

CR 1.8 Public key infrastructure certificates  Yes 

CR 1.9 Strength of public key-based authentication Yes 

CR 2.1 Authorization enforcement Yes 

CR 2.1 RE1  Authorization enforcement for all users 

(humans, software processes and devices) 

Yes 

CR 2.6 Remote session termination  Yes 

CR 2.8 Auditable events  Yes 

CR 2.9 Audit storage capacity Yes 

CR 2.10 Response to audit process failures  Yes 
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CR 2.11 Timestamps Yes 

CR 2.11 

RE1 

Time synchronization Yes 

CR 2.11 

RE2 

Protection of time source integrity Yes 

CR 3.1 Communication integrity Yes 

CR 3.1 RE1 Communication authentication Yes 

EDR 3.2 Protection from malicious code  No 

CR 3.5 Input validation No 

CR 3.8 Session integrity Yes 

CR 3.9 Protection of audit information Yes 

EDR 3.10 Support for updates  Yes 

EDR 3.10 

RE1 

Update authenticity and integrity Yes 

EDR 3.11 Physical tamper resistance and detection Yes 

EDR 3.11 

RE1 

Notification of a tampering attempt Yes 

EDR 3.12 Provisioning product supplier roots of trust No 

EDR 3.13 Provisioning asset owner roots of trust Yes 

CR 4.1 Information confidentiality Yes 

CR 4.2 Information persistence  Yes 
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CR 4.3 Use of cryptography Yes 

NDR 5.2 Zone boundary protection No 

NDR 5.2 

RE1 

Denny all, permit by exception No 

CR 6.1 Audit log accessibility Yes 

CR 6.1 RE1 Programmatic access to audit logs Yes 

CR 7.1 Denial-of-service protection No 

CR 7.4 Control system recovery and reconstitution No 

CR 7.6 Network and configuration settings Yes 

CR 7.7 Least functionality No 

 


